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DETAILED ACTION 

This office action is in response to applicant's amendment filed on 02/1 1/2010. 
Response to Arguments 

Applicant's arguments with respect to claims 1 and 13 regarding the original 
limitations have been fully considered but they are not persuasive. With respect to these 
claims, applicant on page 1 4 of the remarks argues: "Instead, the Examiner appears to 
have simply concluded in hindsight and without evidence, analysis or rationale, that it 
would have been obvious to prevent loss associated with cloned transceivers by making 
authentication of Pinder's transceiver contingent upon a quality standard certification 
because that is the solution identified in Applicants' specification". 

In response to applicant's argument that the examiner's conclusion of 
obviousness is based upon improper hindsight reasoning, it must be recognized that 
any judgment on obviousness is in a sense necessarily a reconstruction based upon 
hindsight reasoning. But so long as it takes into account only knowledge which was 
within the level of ordinary skill at the time the claimed invention was made, and does 
not include knowledge gleaned only from the applicant's disclosure, such a 
reconstruction is proper. See In re McLaughlin, 443 F.2d 1392, 170 USPQ 209 (CCPA 
1971). 

Furthermore, Pinder in If [0057] and [0068] teaches that the manufacturer 
provides the public key and the serial number of the DSCT 1 1 0 (i.e., transceiver) to the 
control system, which certifies the transceiver to the operator. The control system 
verifies the certificates of the DSCT 1 1 0 to be authentic before placing it into the 
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database of the DSCT 110. This means that the transceiver is verified that is not cloned 
and meets the manufacturer's standard or requirements (i.e., certain qualities), which 
supplements the APK teachings. During the authentication of the DSCT 110, the control 
system receives a signed message (corresponding to the recited encrypted string) from 
the DSCT 1 1 0 (i.e., transceiver), retrieves the public key of the given DSCT 1 1 0 (public 
keys are linked to the serial numbers) from the database to authenticate the received 
signed message (see If [0066]). 

3. With respect to claims 22, 25, 29 and 32, applicant on pages 1 5 and 1 6 of the 
remarks argues that Pinder's host is remotely located in relation to the location of 
transceiver while these claims recite that the host is local. Although the location of a 
host in relation to a transceiver does not have any affect on the authentication and 
verification process of the transceiver, the following new ground of rejection for these 
claims is provided. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-21 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Pinder et al (US 2003/0108199 A1), hereinafter Pinder, in view of the applicant admitted 
prior knowledge described in the background section of the specification and hereinafter 
referred to as APK. 
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Pinder discloses a system with a digital subscriber communication terminal 
(DSCT) (see Fig. 1 , 1 10) to receive, decode and process the incoming signals to be 
displayed on the subscriber's display unit (see, e.g., [0040]). The DSCT provides a two- 
way interface between a digital broadband delivery system (DBDS) and the subscriber 
(see Fig. 1, DSCT 110 and DBDS 100). The DSCT is equipped with a transceiver, 
which is used by the DSCT to have two-way communication with the sender of the 
signal programming to the subscriber location (see, e.g., [0102] and [0109]). Thus, 
when it is referred to the authentication of the DSCT it also means authentication of the 
transceiver, because the transceiver is an integral part of the DSCT and provided by the 
manufacturer. 

Regarding claims 1 and 13, Pinder discloses: 

a host (see, e.g., Fig. 1 , headend 102 or the block 106 correspond to the host); 
an interface electrically coupled to the host (see, e.g., [0040]); and 
a transceiver comprising: 

a transmitter configured to transmit data signals (see, e.g., [0072], where "receive 
messages from the DSCT 110" indicates that the transceiver equipped with a 
transmitter); 

a receiver configured to receive data signals (see, e.g., [0106], where "transmitted to the 

DSCT 110" indicates that the transceiver equipped with a receiver); and 

a controller configured to encrypt a string and supply the encrypted string to a host to 
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authenticate the transceiver (see, e.g., [0066], where a message is signed by the DSCT 
1 10 which is the same as the transceiver and sent to the TED 302 located at the 
headend which is considered to be the host), 

authentication of the transceiver being contingent upon whether or not the transceiver 
has been certified by a manufacturer of the transceiver or a supplier of the transceiver 
(see [0057], where the manufacturer provides the public key and the serial number of the 
DSCT 1 10 to the control system of the headend which corresponds to the recited host 
and the control system verifies the authenticity of the DSCT 1 1 0 certificate provided by 
the manufacturer; [0066], where the public key of the DSCT linked to its serial number, is 
retrieved from the control system database by the CPU 304 of the control system located 
at the headend for authentication of the DSCT which also means the authentication of 
the transceiver. This process indicates that the authentication of the DSCT or the 
transceiver depends on the authenticity of the transceiver or its certification by the 
manufacturer). 

Pinder, however, does not expressly disclose that the transceiver is certified by the 
manufacturer to meet a specified quality standard which means that the transceiver is not 
a cloned one. APK discloses that the transceiver must meet strict quality standards 
before its deployment (see paragraphs [0003] and [0005] of the publication application of 
the instant invention). 

Thus, it would have been obvious to a person of ordinary skill in the art at the time of the 
invention was made to deploy a transceiver that meets its manufacturer's specified 
quality standards as described in APK in the system of Pinder in order to have a reliable 
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transceiver instead of a cloned one to prevent possible loss due to the failure of 
transceiver (see APK, page 1 , lines 20-28 of the specification of the instant application). 

Regarding claim 2, Pinder discloses: 

The transceiver of claim 1 , wherein the controller is configured to encrypt the string with 
a transceiver private encryption key (see, e.g., [0066]; where using the public key of the 
DSCT 1 10 to authenticate that the message is in fact come from the DSCT 110 implies 
that the message is encrypted by the private key of the DSCT 1 10 or the transceiver). 

Regarding claim 3, Pinder discloses: 

The transceiver of claim 1 , wherein the controller is configured to use a transceiver 
private encryption key and a transceiver public encryption key to authenticate the 
transceiver (examiner assumes that the recited limitation in these claims means that the 
controller authenticating the transceiver with the host as described in [0039] of the 
application publication). See, e.g., [0066], where for the authentication of the DSCT 110, 
its public key and private key are used. 

Regarding claim 4, this claim is rejected as applied to the rejection of claim 2. 
Regarding claims 5 and 6, Pinder discloses: 

These claims are interpreted as described in [0039] of the application publication. 
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wherein the transceiver public encryption key is sealed by encrypting the transceiver 
public encryption key with a system (examiner assumes that system is the manufacturer 
as described in [0039] of the application publication) private encryption key and stored 
as a sealed transceiver public encryption key, wherein the sealed transceiver public 
encryption key is decrypted with a system public encryption key to retrieve the 
transceiver public encryption key (see [0057], where the manufacturer provides a copy 
of the public key of the DSCT 1 1 0 to the control system and the control system verifies 
the authenticity of the DSCT 1 1 0 certificate which implies that for the purpose of the 
verification the public key of the DSCT 110 is encrypted by the private key of the 
manufacturer and decrypted by the control system applying the public key of the 
manufacturer as normally done in the art). 

Regarding claim 7, Pinder discloses: 

The transceiver of claim 1 , wherein the controller comprises an electrically erasable and 
programmable read only memory that is used to store a transceiver private encryption 
key and a transceiver public encryption key (see, e.g., Fig. 6, 626). 

Regarding claim 8, Pinder discloses: 

The transceiver of claim 1 , wherein the controller comprises a cryptography module for 
encrypting the string (see, e.g., [0066], where the encryption of the content indicates 
that the transceiver includes a cryptography module). 
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Regarding claim 9, Pinder discloses: 

The transceiver of claim 1 , wherein the controller comprises an RSA encryption module 
for encrypting the string (see, e.g., [0041]). 

Regarding claim 10, Pinder discloses: 

The transceiver of claim 1 , wherein the receiver comprises a fiber optic receiver (see, 
e.g., [0038]). 

Regarding claim 11, Pinder discloses: 

The transceiver of claim 1 , wherein the transmitter comprises a fiber optic transmitter 
(see, e.g., [0038]). 

Regarding claim 12, Pinder discloses: 

The transceiver of claim 1 , wherein the transceiver comprises a small form factor 
pluggable transceiver (see, e.g., Fig. 1, DSCT 110 is an indication of a small form 
factor; see also [0035], where a telephone is normally is of small size and its transceiver 
consequently is small form factor). 

Regarding claim 14, Pinder discloses: 

The network system of claim 13, wherein the interface comprises an inter-integrated 
circuit bus (see, e.g., Fig. 6, where the bus 620 is integrated in the DSCT for 
communication purpose). 
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Regarding claim 15, Pinder discloses: 

The network system of claim 13, wherein the interface comprises a transceiver fault 
status line (see, e.g., [0127], where a verification failure indicates that the system of 
Pinder has a mechanism for ending the communication which corresponds to the 
recited transceiver fault status line or disable line). 

Regarding claim 16, the same rationale applied to claim 15 is applicable here. 
Regarding claim 17, Pinder discloses: 

The network system of claim 13, wherein the interface comprises a transmit data in line 
TD+ and an inverted transmit data in line TD- (see, e.g., Fig. 6, where the transmission 
and receiving lines 154 and 256 for communication are shown). 
Regarding claim 18, Pinder discloses: 

The network system of claim 13, wherein the interface comprises a received data out 
line and an inverted received data out line (see, e.g., Fig. 6, where the transmission and 
receiving lines for communication are shown). 

Regarding claim 19, Pinder does not expressly disclose: 

The network system of claim 13, wherein the interface comprises a loss of signal status 
line. 

The examiner, however, takes official notice that the deployment of a loss of signal 
status line is well known in the art. Therefore, it would have been obvious to a person of 
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ordinary skill in the art at the time of the invention was made to deploy a loss of signal 
status line in the system of Pinder in order to indicate to the subscriber the strength of 
the incoming signals or the continuation or discontinuation of the incoming signals. 

Regarding claim 20, Pinder discloses: 

The network system of claim 13, wherein the host is one of a mainframe computer, a 
workstation, a server, and a storage device (see, e.g., [0050], Fug. 2). 

Regarding claim 21, Pinder discloses: 

The network system of claim 13, wherein the host is one of a bridge, a router, a hub, a 
local area switch and a wide area switch (see, e.g., [0039]; [0051]; Fig. 1, 104). 

Claims 22-36 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Pinder et al (US 2003/01 081 99 A1 ), hereinafter Pinder, in view of the applicant admitted 
prior knowledge described in the background section of the specification, hereinafter 
referred to as APK as applied to the claims 1-21 above, and further in view of DeCost et 
al (US 7,356,357 B2), hereinafter DeCost. 

Regarding claim 22, this claim is rejected as applied to the like elements of claims 1 and 
1 3 and further Pinder discloses: 
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wherein the controller stores a first unique transceiver-specific public key/private key pair 
for authentication, the first unique transceiver-specific public key/private key 
corresponding with a manufacturer of the transceiver. See [0057]. 
However, Pinder in view of APK does not expressly disclose that the host is a local host 
that authenticates the transceiver. DeCost disclose a system that the host device and the 
transceiver are local to each other (see Summary of the Invention, H (17), and Detailed 
Description, If (57) and Fig. 4, where the transceiver is installed in the vicinity of the 
computer corresponding to the recited host). 

It would have been obvious to a person of ordinary skill in the art at the time of the 
invention was made to install (or deploy) a transceiver local to a host or connected to a 
host via a local communication link as taught in DeCost in the system of Pinder in view of 
APK for downloading information from a local computer and transmit to a display unit 
(see, DeCot, Summary of the Invention, |f (1 7), (1 8) and Fig. 4). 

Regarding claims 23 and 24, Pinder discloses: 

A unique serial number or IP address (corresponding to the recited access code) is 
assigned to each transceiver (see [0057]) that is transmitted to the control system of the 
headend (i.e., host) along with the public encryption key of DSCT for the purpose of 
DSCT (i.e., transceiver) certificate authentication. Since the unique serial number is 
used with the public encryption key for the same purpose and belong to the same 
transceiver, thus unique serial number is associated with the public encryption key. With 
respect to a second access code associated with a second public/private key pair, 
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Official Notice is taken that in order to have a strong security system, it is old and well 
known practice in the art of cryptography to have other cryptographic keys for 
replacement and substitution of the keys that are currently used either when the keys 
are expired or if it is suspected that the keys have been used by an unauthorized entity. 
Therefore, the teachings of Pinder meet the limitations of claims 23 and 24, i.e., the 
following: 

wherein the first unique transceiver-specific public key/private key pair is associated 
with a first access code and the controller stores a second unique transceiver-specific 
public key/private key pair for authentication, wherein the second unique transceiver- 
specific public key/private key pair is associated with a second access code, 
wherein the first unique transceiver-specific public key/private key pair is used for 
authentication in response to the host communicating the first access code to the 
controller and the second unique transceiver-specific public key/private key pair is used 
for authentication in response to the host communicating the second access code to the 
controller. 

Regarding claim 25, this claim is rejected as applied to the like elements of claims 1,13 
and 22 and further Pinder discloses: 

authenticating the fiber optic transceiver upon installation of the fiber optic transceiver. 
See [0057], where the control system 232 verifies (i.e., authenticates) the certificate to be 
authentic before placing it into the database of DSCTs 110 (i.e., at the time of the 
installation before any communication transmitted by the transceiver). 
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Regarding claims 26 and 27, Pinder discloses: 

The fiber optic transceiver of claim 25, wherein the means for receiving data signals 
comprises means for converting optical serial data into electrical serial and the means 
for transmitting data signals comprises means that does the reverse operation (see 
[0047]; [0047]-[0048], where a modulator is used to convert the signals suitable for 
transmission). 

Regarding claim 28, Pinder discloses: 

The transceiver of claim 25, wherein the controller is further configured to encrypt an 
authentication string using a transceiver specific private key, the encrypted 
authentication string configured to be decrypted using a transceiver specific public key. 
See, e.g., [0066], where for the authentication of the DSCT 1 1 0, its public key and 
private key are used. 

Regarding claim 29, this claim is rejected as applied to the like elements of claims 1,13 
and 22 and further Pinder discloses: 

accepting or rejecting the transceiver by the host (i.e., whether the transceiver 
authenticated or not). See [0057], where the control system 232 verifies the certificate to 
be authentic which would result in whether to accept or reject the transceiver as 
authentic. 
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Regarding claim 30, Pinder discloses: 

The method of claim 29, wherein the authentication signal comprises a certificate 
identification (see, e.g., [0066], where the DSCT 110 public key corresponds to the 
recited certificate identification). 

Regarding claim 31, Pinder discloses: 

The method of claim 29, wherein analyzing the authentication signal comprises 
decrypting the authentication signal using a public key of an issuing authority (see, e.g., 
[0057], where the verification of the certificate by the control system corresponds to the 
recited analyzing the authentication signal). 

Regarding claim 32, this calim is rejected as applied to claims 1,13, 22, 25 and 29 

above and Pinder further discloses: 

A method for authenticating a transceiver, comprising: 

plugging a transceiver into a corresponding receptacle of a local host to electrically 
couple the transceiver to the host through a communication link (plugging is the same 
as connecting a device by a cable to another device's socket jack or receptacle, see, 
e.g., Figs. 1 , where DSCT 1 1 0 is coupled to headend 1 02 or Hub 1 04 through 
communication link 154 and see also DeCost, Fig. 4, where T/R 10 is installed and 
connected locally to computer C), the transceiver comprising a transceiver specific 
public key/private key pair and the transceiver specific public key is encrypted with a 
private key of an issuing authority (see, e.g., [0057] and [0068]); 
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requesting, by the host, the encrypted transceiver specific public key from the transceiver 
(see, e.g., [0057], where providing the public key of the DSCT 1 10 to the control system 
of the headend corresponds to the requesting...); 

passing the encrypted transceiver specific public key from the transceiver to the local 
host by way of the communication link (see, e.g., Fig. 1, where link 154 is used for 
communication between the DSCT 110 and the headend); and 
decrypting the encrypted transceiver specific public key in the local host using a 
corresponding public key of the issuing authority to obtain the transceiver specific public 
key (see [0066] and the rationale applied to the claims 5 and 6 above). 

Regarding claim 33, Pinder discloses the use of the public key of the DSCT (i.e., 
transceiver) for authentication of the DSCT by the headend, but does not clearly 
describe the limitations recited in this claim (see [0057] and [0066]). However, the 
examiner takes official notice that the limitations recited in this claim are a common 
authenticating procedure that is widely used in the cryptographic technology. Therefore, 
it would have been obvious to a person of ordinary skill in the art at the time of the 
invention was made to incorporate the well known scheme recited in this claim in the 
system of Pinder for the purpose of authenticating the transceiver with the headend 
(i.e., host). 

Regarding claim 34, this claim is rejected as applied to the like elements of claim 29 and 
further Pinder discloses: 
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comparing the decrypted authentication string to the original authentication string (see 
[0066]). 

Regarding claim 35, Pinder discloses: 

The method of claim 33, wherein the original authentication string is a random number 
(see, e.g., [0092]). 

Regarding claim 36, this claim is rejected as applied to the like elements of claims 1 and 
13 above. 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ABDULHAKIM NOBAHAR whose telephone number is 
(571)272-3808. The examiner can normally be reached on M-T 8-6. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/A. N./ 

Examiner, Art Unit 2432 
/Gilberto Barron Jr./ 

Supervisory Patent Examiner, Art Unit 2432 



